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1. S A E General information

a. B9 Purpose
A S ERSEHHR W E Y EFZH4ECU B ARSI AR AE K,

This document specifies the technical requirements for the ECU design and development for the
system self-upgrade purchased by HH.



b. i&FSEE Scope of application
A3GERA TRRAEHHXMEN SR EHECUT RN RSB AR
This article applies to the system self-upgrade of all ECU nodes purchased by suppliers of HH.

c. REEX Glossary

FS  AERES
No. Glossary and
Abbreviation

iR /Description

1 A/B Swap The storage space is divided into two logical slots, each Slot has the
same partition, and only one Slot resource is used when the system is
running. The new version of the software is installed in a Slot that is not
currently in use.

2 SoC System of Chip

3 MCU Micro Controller Unit

4 OTA Over the Air

5 Master ECU OTA Master ECU

6 Slave ECU OTA Savle Smart and Embed ECU

7 DolP UDS on IP ISO 14229-5 and 1SO-13400

8 DoCAN UDS on CAN ISO 14229-3 and ISO-15765

9 DoLIN UDSon LIN 1SO 14229-7 and 1SO-17987

10 SHE Secure Hardware Environment

11 TEE Trusted Execution Environment

12 ubS Unified Diagnostic Service 1SO-14229
13 ECU Electronic Controller Unit

14 CAN Controller Area Network

15 LIN Local Interconnect Network

16 BDCM Body Domain Control Module

17 VDCM Vehicle Domain Control Module

18 IDCM Infotainment Domain Control Module



19 CGW Central Gateway

2. RHFEK System requirement

a. ThBEIRBA Function Description

OTAHRAKIIRIIN TEFAR, MasterizHIBMNALMIE, BHHEESlave ECURIERAT(Slave ECUS 5!
#@3idUDSHDolPFIDoCAN/DOLINZE N MMasteriZ =2 iR 515 an S R AR B R ERE,
HEBETH, EBRKRN, ARKESLIR, UNALKSTRGEABS XMhRATR, MRKIINEESE,
NEBELEEDEREE, BRIEAREANRERBRAMUAREMEREGEEZEBERED FARESE
MEDEBEARKZipEERHER, EDHREHEHHIZME, FNEHRRFEMRTIITRSlave ECU, T
HEARTAMARERNERNEIIET, KHEAEKE, HERARER, MRARKK, FEIRE
GIIDENIY =4 s GUSEEN

HNVBERRBRRGFHEHHE S Z2NEEMERSINENLINGB. EU-R156F, HiZfHaEBRIRA
SOTABFARRIRRE AR X BMIRIR SRS BIA AR L0000 KR EIMEM AT RIEAREER, T
BICAN/LINT fFZZHHITRIE , [[—B% CAN/LIN TR #FAGIRE , SARFEEA DolPfHZiH
TRE B A F R EFHRATEIE R,

SESHEAPRENETE, UDSBEITRESEHHEITE, EPDoIPHEFSEITLS £5i1t.

The architecture of OTA upgrade system is as follows. Master controls the entire upgrade
process. The intelligent or embedded Slave ECU use DolP or DOCAN/DoLIN to receive the
diagnostic control commands on UDS from the Master to complete the pre-upgrade condition
checking, downloading, signature verification, upgrade status reporting, and new AB slot
switchover after the upgrade. If a differential package is arrived, it will be recovered to a newer
package by using the differential update library. We should try our best to optimize the update
efficiency according to the size of the package and the installing time comprehensively by the
differential or zip compression update. The library of upgrade will be provided by HH, and the
supplier is responsible for compiling and integrating it into the Slave ECU. On the premise of the
upgrade condition and upgrade mode, ECU must carry out the upgrade action, and report the
status and result, If upgrade failed, it necessary to deal with the failure.

The software release of the supplier should meet information security specifications of HH and
domestic and foreign regulations, such as GB,EU-R156, etc., and provide the self-test report of
system OTA stability, such as no failure of system cyclic upgrade for 10000 times. Different
CAN/LIN nodes should support parallel flash, the same CAN/LIN node should support queue
flash, and the DolP of different routes in the domain should support parallel flash to ensure
upgrade efficiency . And meet the upgrade time requirements through technical means.



Refer to Chapter 7 for the self upgrading process of reference parts. Refer to HH enterprise
standard for UDS diagnostic standards. DolP recommends the implementation TLS features

b. R4 ERE System structure
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3. BE1E K Capacity Requirements

a. EBEER Performance Requirements
AAREMER: SHECURERITHIZBM T ET SR RAHRKMEIREEEEE 1/10000,

BEEZHECURIAIEHIZE N THET R TR T RAARM EREET 15 28, RARNZHMCUE
BT R &R FTETRAFITRIE RATRIEFREELD 5 0%, BEMCUT KRR B35 .

System stability requirements: The upgrade failure rate of controllers and downlink nodes in the
ECU area cannot exceed 1/10000.The maximum parallel brush upgrade time of controller and
down-hanging node in ECU area of intelligent parts should not exceed 15 minutes, and the
maximum parallel brush upgrade time of MCU control node and down-hanging node of
embedded parts should not exceed 5 minutes, and the single MCU node cannot exceed 3
minutes.

b. i+8#E} Computing Requirements



ARFARRNIES TIE, NBRABIICPUTENEFMEERAOTARRIZEFIZITHER. RxIF
&, HIMCPURETER, NRIABRGMERERE, EILRMARIZEFTICPURIRAVEFE, L
FRARIIZIRFHTo

In order to support the normal operation of the upgrade module, ensure that the available CPU
computing and storage resources are used by the OTA upgrade program. During the installation,
when the CPU load is too heavy, the system performance shall be started in time to prevent the
consumption of CPU resources by low priority programs, and give priority to ensuring the
sequence of the upgrade process.

c. E9F4R Differential Update
HHIRHESRREENED, HYESKRBAETNRUERED ELHESARBNER, SEELE,

HH provides the differential recovery library and interface, and the supplier calls the differential
recovery library to implement the differential upgrade package according to the agreed rules,
Refer to Chapter 7.

d. 5 XZF Partition Table

AR RARFHOERRRE, BIRARNR, NEXRAA/B SwaplIAELLE, EFECURERENE
= EMOTABEFRRAER, HEEEIRITHEX (Nor, Nand/eMMC/MCU ROM) Z5#48Y, W5
OTAHNEMEIABLEBIRNRERANDK, K1-1. RKI2ADXTFEESE,

ARBITX(RiE), BAEMREX (AIF) , 2#FA/B SwapEHFEXRIMEMAREDINE N AREHXE
(ZHFS) ZHVE REECUBRIN), AT BEREFN ALK El, Boot RaBHEIZEKRKAL, NRAFZEF, HHMHH
5B

In order to reduce the harm caused by upgrade accident, the ECU MUST support A/B Swap, The
master ECU must have sufficient storage space for OTA packet caching and version rollback.
When the Vendors design the partitioning (Nor,Nand/Emmc/MCU ROM)structure, it is necessary
to confirm with OTA supplier which target object need use double partition . Table 1-1 and 1-2
are partitioning scheming for reference only.

Ais the runnable area (read-only) and B is the backup area (writable). Parts supportinga /b
swap need to be written to the upgrade backup area when the upgrade package needs to be
transmitted (except for intelligent ECUs supporting pre distribution), so as to save cache and
upgrade time. Boot does not require mandatory upgrade. If it is not supported, it needs to be
explained with HH.

Boot Bootloader
Kernel x2 Kernel Image

System x2 Rootfs, Driver, System libs/Apps



Vendor x2 Build-in applications by Vendor(HAL, IPC, ..)

data Data of System application and build-in app, download
cache

Security Storage  Security Storage Zone: Keys and Certs.
Log Log store

OTA Package The latest release backup

£1-1: SoCl4SXRE Tale 1-1 SOC partition

Boot Bootloader
App x2 0OS and Application
Data Data or Flash driver

+®1-2: MCUM$PIERXRE Tale 1-2 MCU partition

e. RIEFEK Resource Requirements
T8 B S FREF T EHOTAAREER, BERISZE L H FMAHHBEIA

Reserve enough storage and computing for OTA upgrade, please refer to the chip manual and
HH for confirmation.

4. iB{S8E77 Communication Capacity

a. 1B{5i818 Communication Channel
MasterflECUBE ETHERIARIES . REMEIE.
MRECUR—MEIZHIZE, N EHFEAMasterflF1m ZBIRVFAREE:
Masterfl FHREFETHIE(E, EHiTHISFTXEENIHmONTCP/UDPIRY, EMREEH,
MasterflF T3 R #BETCAN FDIBE, HEHITHISSTECAN STACKTTRIR X AYAE &0
MasteriE#CAN FD, FTmUEECAN, 3EHISSTERN B EmE LIRS EE Ko
MasteriEi#CAN, FYEEELIN, Eis4I28E N AR SR E L,

Master and ECU transmit upgrade commands, status ,data.



If ECU is a domain controller, it should forward the upgrade data between Master and sub-
nodes:

If Master and sub-nodes communication based on ETH, and the domain controller needs to
direct the routing of TCP/UDP packets on the specified port.

If Master and sub-nodes communication based CAN/CAN-FD, and the message should be
forwarded on CAN stack in domain controller.

If Master connect CAN-FD, sub-nodes connect CAN, domain controller implements message
forwarding at the application level.

If Master connect CAN, sub-nodes connect LIN, domain controller implements message
forwarding at the application level.

b. 1@ {51hiY¥ Communication Protocol
ECURERSoCHIMCU Z BIRY @SN, BRMENEBEITHX, MHeEfMZe A mgit N H1F2INEZ.
Master5igizHI28ECUZ 8], EFDolPtMGBEREFHARIES . IRSHMEIE,

Communication protocols between SoC and MCU within ECU, planned by supplier, performance
and security design should be reviewed by HH.

Between Master and Domain Control ECU, DolP is used to transfer upgrade instructions, status
and data.

5. &L 81 Security and Safety Capacity

a. IEER £ Functional Security

NBHREAZIEPREFLMZE, EEARRS, ECUFELRENEBZNRRESIRTEWL,
gNSoCHIMCURE, CPUfAfT, DDRERAZR, EMMCERXMEm, BIRBE, BERS, ¥2FHX
F, KURERNLNNE, RENIAFEE N RFEEVRSKSHEE N, EINELI E—RIEE
BOFFFHEB THEARRE. AIARZTHNLERFFA/B SwapHk, WERARZEIEFEINELRS
B, AEEMERTRENER, SAMNSEENALRSK I IZNFIEARES. EHECURLER
HENEARRENER, WEI MRS EN S EBHNNERENERAAIER,

In order to ensure the timely detection of abnormalities during the upgrade process and control
the upgrade status, ECU needs to monitor important system signals or status changes in real
time, such as SOC and MCU temperature, CPU load, DDR utilization rate, EMMC utilization rate
and life, power supply voltage, communication status, safety accidents, etc., and give early
warning in case of abnormalities. The system should turn on the watchdog, which can monitor
whether the system is started successfully, and find the abnormal download or upgrade caused
by the last abnormal off. Upgradeable parts shall support a / b swap upgrade to ensure that the
upgrade installation process is functionally safe and will not affect normal driving and use. In
case of abnormal entry into the upgrade state, the upgrade task shall be terminated



immediately. After the installation of the part ECU upgrade package, it cannot be restarted
actively. After receiving the new version of the master control switch, it shall be restarted after
strict functional safety inspection.

b. {5 E2% £ Cyber Security
FEEREFEENR, MWHEHEGB, RISS5AMHHERREMEHRHNEK,

Common cyber security requirements should follow the requirements of GB, R155 and HH
information security specifications.

c. OTAFET{, OTA mode

SEETRRBEARFHEHREGHNOTAIRI, OTARI FEAMMENLZXOTAIRIVES BIBEMEA
2, WNEHECUKRRIESERENTER.
When the master node checks that the upgrade conditions are met, it enters the OTA mode.

Under the OTA mode, it will periodically send the OTA mode signal to all parts of the whole
vehicle. After receiving the signal, the corresponding part ECU has the following requirements.

A B
OTAEIUE X OTA | AIHEACANTS S 4% 100ms 54k The periodic CAN signal is sent for 100ms, and the priori
mode define is high
OTAERES 00:IEE K% normal 01: 7% download 02: [TJ8iF4k door and lock upgrading 03: &%

OTA mode signal | #4& High voltage upgrading 04: # AZU{FF4k Embed ECU upgrade (FEi]HidERE
non-lock non-High-V) 05:ELKM&F4, Ethernet ECU upgrading (3Ei7]8, 3E=E non-l¢
non-High-V) 6-7#188 Reserve

BDCM 02. 03, 04. 05: KL15=on and Local ON 2 iFsiZEREET B, EEME MM AT X EITEZRA
3 BIRFREF Itis allowed to lock the car without power off, the seat heating and
headlamp interaction lights are disabled, the door lock is fortified and maintained.

VDCM 03: £k E&[E Do not apply high voltage 02. 03. 04. 05: #4{iP. N#4, FEELDIR, E
4 N, %= A2 The gears P and N cannot be switched, the EPB is tightened, and the air
conditioner is disabled

IDCM 01: FREKER##1(TBOX. IDCM. CGW) No sleep and standby 02: [TJEiFHRIRR notice
door and lock upgrading 02. 03. 04, 05: F2R, IEEENPXMNE, MIC/Audio,
5 i, TOUCH OFF, RIaRz T EB{E(KL15=0ff), KRETETHLF No black screen, set t
permission of the whole partition, MIC / audio is turned off, touch is off, and does not

respond to the power down operation (kl15 = off). The large screen display prompts th
the upgrade is in progress.

6 CGW 02. 03. 04. 05: OBDHOZM, A1KER OBD port is disabled and does not sleep

d. F#i51% Download Conditions
THINREZEL THEIMasterfIHKE, ECUEBAIRET, EE&AHIFRIEIE T o LUSEH,



The download object is the upgrade package that has been downloaded to the Master. When
ECU is in the state of power, it can be implemented under the premise of bus load permission.

e. Ak Upgrade Conditions

Master I ERMBEALFAOEN: BRI, TEEEA, FF, FE, SRMLBE, BE
THEIRSFE, Slave ECUBAALBIHN LW B IR EGARMMENFRANE, KBIATS
ERETIZHMEARFHRLESR,

The master will check the overall vehicle upgrade conditions, such as power mode, transmission
gear, handbrake, vehicle speed, battery power, voltage, charging state, etc. before the slave ECU
enters the upgrade, it should also check whether its own system is suitable for the upgrade. This
part can be placed in the diagnosis precondition check for reference.

6. AR B EHE Upgrade package management

a. ARk E4EH Upgrade package structure
BELE, ARGHEEER. B 4. ARME (ALE) « ARSEFHM.

REEENIEE: /. REFZEH. X0 B, ALRIER. WHEMECUMRARIL.
ARXHERF. MNARBEMERLIE, ARG N HIRBARNEEERRKAR, 7 UZFEIMNG
Firmware. ZXR&. EEEFHIAXNF, ARENFAEWIERHHITE, FHEN—ERIER,

In general, the upgrade package consists of configuration information, certificates, signatures,
upgrade scripts (optional), upgrade files, and so on. Configuration information should include:
name, validation algorithm suite, package size, domain, upgrade working condition options,
dependencies on other ECU versions, upgrade file information, etc.

The upgrade package should be signed. Upgrade files should be organized according to
different functional modules, can support peripheral Firmware, partition mirror, compression
package and other forms of file.

The detail structure of the upgrade package must be reviewed in depth with HH and agreed
upon.

b. lRZsE 12 Version Management
MW EER MR, hiidses 8N ZERHHRYE Ean 2 7N,

When Supplier releases a version, the version name should follow HH's software naming rules.

c. AR B A fR7FE Package release process

(1] e (5] 0 (5]
LHTIR H il R A

A

THREEE & BugfZ il AGHAILE

I AREE |
SR AT 4 B T4 6 AT




FNRUEE

o o © (] o
IE A A AN AT ECUZE S KA FTECUZ M S ilE HE R AA 225 R R Sk

BeAHNERS, FBHAHHAT.

FT. ATRIEKRK, EEOREMNE,; £/\. WPRIEKRK, OTARNEEESE BT ANLIE,
Orange is for supplier and green is for HH.

If step 2&6 is failed, returned to the supplier.

If step 8&9 is failed, OTA supplier should intervene in the first time.

d. IEBMEA Certificates and keys

HEBHEHHERBEHEZE T LB ImasterBo X2 ZHECURITHLE, masterfll&MEBEHLK
RABieE, BEE2ERMSlave ECUENEHERHHERIFIES, BUNEZEHECUALBINSE,

IEBETXS5095E, REBMREZAZNES, RBENEBNINFERESEHENEMHHRGNE
X, FAEIEBMERHRUBXFEEEENS2FEXKEE, IEPEHIREEE, I, i
B. mIEEF, NITEFRFIE

After the upgrade package is automatically signed by HH cloud, it is distributed to the master
and then distributed to each part ECU for upgrade. The master will check and sign the large
version of the whole vehicle upgrade. The slave ECU supplier with safety and security
requirements needs to apply for a certificate from HH to verify signature of the part ECU
upgrade package.

The certificate is based on the X.509 standard, If the certificate is used in secure boot, the
applied certificate shall meet the requirements of both the processor supplier and HH. All
certificates and keys shall be stored in the specified secure storage area in ciphertext. If the
certificate is in an abnormal state, such as expiration, disclosure, revocation, etc., it shall be
reapplied in.

7. AR5tz Update flow
TEL, BRTHHEHNSEARMIE

The following figure 1 shows reference of the update flow provided by HH.
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Figure 1 Update Flow

XFEUTIEE, &EFI&:

HH requires that the following functions be supported:

A/B Xtk
A/B SWAP

R

Rollback

BIESABD KR, HIRWABDXINIRESMKY), BAE1EN (E2A/B SWAP)

Switch AB partition by command, and verify whether the switch succeeds. For specific
logic, see A/B SWAP in Figure 2.

BEIELENR, AREDXEIRETHRY, BEEEL (B3 LK)




HITRIE
Parallel flash

A& L
Upload log

ENER
Differential
recovery

W (e

Breakpoint
continuation

R ER

File Transfer
Requirements

s P

Preload

Roll back the partition through the command and verify whether the rollback is
successful. For the specific logic, see Rollback in Figure 3.

BRANMBANAREZFIATRE, RERITEER, STHMXMARGEBEEIARIGHNE

HAE, BAZER (B4 H1TRIE)

Intelligent parts and embedded parts need to support parallel flash, improve the brush
rate, and support the retry mechanism when the gateway and upgrade parts meet
negative feedback. For the specific logic, see Fig.4 Parallel flash.

EHMFEZIFOHK(DERR, WARN, INFO, DEBUG)HEWE, HERIERAEALIIEF
WEE, Ea@IDIDIEHEFAX, EBEN FIERAEERR, WARN, INFOXERE, &3
0x35/0x38/R S5 LEARIERNBEX M, HHHo MR, BEZEN (B7.5 BE
wiZiE)

The part side shall support the (err, warn, info, debug) level log collection, the debug
mode that can be turn on/off by DID, record all logs in the upgrade process, and record all
err, warn, info logs in the normal mode. Use the 0x35/0x38 service to upload different
types of log files for HH to analyze and solve problems. For details, see Figure 7.5 Log
Reporting Logic.

HHIEMEDEREREO, AENESE, FR2RNAMER, BIARESHRIGIHE,
B2 (E6 ZHD1ERBIE)

HH provides the differential recovery library and interface, which is judged as differential
subcontract. It needs to read the local old package and use the algorithm to synthesize
and brush the new package. The specific logic is shown in Figure 6 Differential recovery.

HHIMETERAETRNER, ERENERT, EN LBNNEME, AU MRSk E
o]

When a power failure or network disconnection occurs, the system can be powered on
again and the network is restored without timeout. Transmission can continue from the
breakpoint

EZH .hex. *s19EH £, 0x38F0x34ARS HE 245" .binfl*. ﬂpS(#H%Eﬁu, BRI GR
)y, IREERIESE, Drive. APPERFXHERMBIINFARE, XHMINES, AR2HA
o

In addition to supporting *. Hex and *. S19, the 0x38 and 0x34 services need to support *.
Bin and *. Zip file transfer.By reducing the file size and increasing the transfer rate, Drive,
APP and other program files generate independent upgrade packages with continuous
file addresses and upgrade all contents.

SFARBIATH, A%, BERXEREE, 485858

Upgrade packages can be downloaded and transferred at the same time, reducing file
transfer time and shortening the upgrade time

. .
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Figure 4 Parallel flash
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8. MiFiEH Appendix descriptions

8.1 1Z2TAR33 %K Diagnostic service requirements
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Figure 6 Differential recovery
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A B c D E
Service D | _. . . . - - .
[ Iaiﬁgnost|c Services Name Sub-Iun_c‘tmE ID Sub-Iunc‘Uons Description | DiD DID De"scn,c
o ZHARSS 2 R FINBEIRIR TS FIhretaid DID DID##E
0x01 DefaultSession
0x10 DiagnosticSessionControl 0x02 ProgrammingSession
0x03 ExtendedDiagnosticSession
0x09 requestSeed
0x27 SecurityAccess
0x0A sendKey
0x11 EcuReset 0x01 HardReset
OxFF97 Reprogram
0x2E WriteDataByldentifier OxF15A WriteFinge
0xFF06 slotUpdat:
0x0203  |checkProg
OxFFO7  |slotDownl
OxFFO4  |[swithSlots
0x01 StartRoutine
O0xFFOO eraseMem
0x31 RoutineControl OxFFO01 CheckProg
0xFF05 updateSlo
0x0202 | CheckProg
OxFFO7 slotDownl
0x03 RequestRoutineResult OxFF04 swithSlot¢
0xFF05 updateSlo
0x34 RequestDownload
0x35 Requestupload
0x36 TransferData
0x37 RequestTransferExit
0x38 RequestFileTransfer

8.2 Routine Control

8.2.1 slotUpdateStart
EXKFFK: StartRoutine

Request list: StartRoutine



A B C
1 Byte Parameter Name Value
2 #0 Routine Control 0x31
3 #1 StartRoutine 0x01
4 #2~3 slotUpdateStart OxFFO6
MMRZ%5)%: StartRoutine
List of responses: StartRoutine
A B C
1 Byte Parameter Name Value
2 #0 Routine Control Ox71
3 #1 StartRoutine 0x01
4 #2~3 slotUpdateStart OxFF06

8.2.2 checkProgrammingPreconditions

JERFIFK: StartRoutine

Request list: StartRoutine

A B C
1 Byte Parameter Name Value
2 #0 Routine Control 0x31
3 #1 StartRoutine 0x01
4 #2-3 ZheckF’rogramm|ngPrecond|tlon 0x0203
MMAZ%ZR: StartRoutine
List of responses: StartRoutine
A B C
1 Byte Parameter Name Value
2 #0 Routine Control Ox71
3 #1 StartRoutine 0x01
4 #23 ZheckProgramm|ngPrecond|tlon 0x0203
44 Result ox01 success
esu .
> 0x00 Failed

8.2.3 slotDownloadStart
JERFIFK: StartRoutine

Request list: StartRoutine



B c
1 Byte Parameter Name Value
2 #0 Routine Control 0x31
3 #1 StartRoutine 0x01
4 #2~3 slotDownloadStart OxFFO7
) 0x00 Download
5 #4 Module Start Option 0x01 Complete
6 #5 Module ID Module ID
MRz  StartRoutine
List of responses: StartRoutine
B C
1 Byte Parameter Name Value
2 #0 Routine Control 0x71
3 #1 StartRoutine 0x01
4 #2~3 slotDownloadStart OxFFOT

JERFZE: Request Routine Result

Request list: Request Routine Result

B c
1 Byte Parameter Name Value
2 #0 Routine Control 0x31
3 #1 Request Routine Result 0x03
4 #2~3 slotDownloadStart OxFFO7
MILZ%1ZR . Request Routine Result
List of responses: Request Routine Result
B C
1 Byte Parameter Name Value
2 #O Routine Control Ox71
3 #1 Request Routine Result 0x03
4 #2~3 slotDownloadStart OxFFO7
0x00 Success
5 #4 Status 0x01 Failed
0x02 Pending
0x00 (0%)
6 #5 Progress

0x64 (100%)




8.2.4 swithSlotStatus
J&RFIFK: StartRoutine

Request list: StartRoutine

B G
1 Byte Parameter Name Value
2 #0 Routine Control 0x31
3 #1 StartRoutine 0x01
4 #2~3 swithSlotStatus 0OxFF04
5 #4 Module Start Option 0x00 Rollback to old software

0x01 Activate new software

MaRZ%IZR: StartRoutine

List of responses: StartRoutine

B C

1 Byte Parameter Name Value

2 #0 Routine Control Ox71

3 #1 swithSlotStauts 0x01

4 #2~3 performPartitionSwitch OxFF04
1EKFIF: Request Routine Results
Request list: Request Routine Result

B C

1 Byte Parameter Name Value

2 #0 Routine Control 0x31

3 #1 Request Routine Result 0x03

4 #2~3 swithSlotStauts 0xFFO4

MMRZ%IZR : Request Routine Result

List of responses: Request Routine Result




A B C

1 Byte Parameter Name Value

2 #0 Routine Control Ox71

3 #l Request Routine Result 0x03

4 #2~3 swithSlotStauts OxFFO04
0x00 Success

5 #4 Status 0x01 Failed
0x02 Pending
0x00 (0%)

6 #5 Progress

0x64 (100%)

8.2.5 updateSlotPropress

JERFIFK: StartRoutine

Request list: StartRoutine

A B
1 Byte Parameter Name Value
2 #0 Routine Control 0x31
3 #1 StartRoutine 0x01
4 #2~3 updateSlotPropress OxFFO5
MMRZ%IZR: StartRoutine
List of responses: StartRoutine
A B
1 Byte Parameter Name Value
2 #0 Routine Control 0x71
3 #1 StartRoutine 0x01
4 #2~3 updateSlotPropress OxFFO5

EXKFIFE: Request Routine Results

Request list: Request Routine Result

A B C
1 Byte Parameter Name Value
2 #0 Routine Control 0x31
3 #1 Request Routine Result 0x03
4 #2~3 updateSlotPropress OxFF05
MMRZ%IZR : Request Routine Result




List of responses: Request Routine Result

A B C

1 Byte Parameter Name Value

2 #0 Routine Control 0Ox71

3 #1 Request Routine Result 0x03

4 #2~3 updateSlotPropress OxFF05
0x00 Success

5 #4 Status 0x01 Failed
0x02 Pending
0x00 (0%)

6 #5 Progress
0x64 (100%)

8.2.6 earseMemory

JERFIF : StartRoutine

Request list: StartRoutine

A B
1 Byte Parameter Name Value
2 #0 Routine Control 0x31
3 #1 StartRoutine 0x01
4 #2~3 earseMemory OxFFOO
s ua ;Zder:;?izrd length format Oxd4
6 #5~8 Memory Address
7 #9~12 Memory Size
MBNZ%Z: StartRoutine
List of responses: StartRoutine
A B C
1 Byte Parameter Name Value
2 #0 Routine Control Ox71
3 #1 StartRoutine 0x01
4 #2~3 updateSlotPropress OxFFOO

8.2.7 CheckProgrammingintegrity

FKFIFK: StartRoutine

Request list: StartRoutine




A B

1 Byte Parameter Name Value
2 #0 Routine Control 0x31
3 #1 StartRoutine 0x01
4 #2~3 CheckProgramminglIntegrity 0x0202

) . 0x00 SHA256
5|# verify Option 0x01 Signature
6 #5~ crc or signature data

MM 5IER: StartRoutine

List of responses: StartRoutine

A B c
1 Byte Parameter Name Value
2 #0 Routine Control Ox71
3 #1 CheckProgramminglntegri 0x01
ty
4 #2-3 fyheckProgrammlnglntegrl 0x0202

8.2.8 CheckProgrammingDependencies
BEKFIFK: StartRoutine

Request list: StartRoutine

A B
1 Byte Parameter Name Value
2 #0 Routine Control 0x31
3 #l StartRoutine 0x01

CheckProgrammingDependencie
s

4 #2~3 OxFFO1

MRz %ZR : StartRoutine

List of responses: StartRoutine



A B C
1 Byte Parameter Name Value
2 #0 Routine Control 0Ox71
3 #1 CheckProgramminglntegri 0x01
ty
4 #2-3 Chec_kProgrammlngDepen OXFFO1
dencies
44 Result 0x00 Success
> esd 0x01 Failed
8.3 RequestFlieTransfer
R HIEKRTIR:
RequestFlieTransfer requests list:
A B
1 Byte Parameter Name Value
2 #0 RequestFileTransfer 0x38
0x01 addFile
0x02 deleteFile
3 #1 modeOfQpreation 0x03 replaceFile
0x04 readFile
0x05 readDir
4 #2~3 filePathAndNamelLength 0x0000~0xFFFF
5 #4~#4+n-1 |filePathAndName — |.....
6 #4+n dataFormatldentifier 0x00~0xFF
7 #4+n+l sizeFileParamterLength 0x00~0xFF
8 | ™ |
RS
RequestFlieTransfer response list:
A B C
1 Byte Parameter Name Value
2 #0 RequestFileTransfer 0x78
3 #1 Stauts 0x01
4 #2 length 0x00~0xFF
5 #3~ byte

8.4 ReadDataByldentifier




8.4.1 ReprogrammaingAdressStauts

B REUTEFRRXALIPEERT, REETHNEXMH, THITHER, TROTAFLRALI4RE:
R TIHIRNBHE T EH!

Breakpoint continuation In case of interruption of file transfer, the downloaded original file is
retained without deletion, and the undownloaded content can be continued to download in the
next OTA upgrade!

WNFXGRE, RAFE—TEEEETHE, FTRAXIEW N XBIALE, EHERESmE SR
B RZERNE!

For a file system, there is only one compressed package to be upgraded. You do not need to
distinguish which partition is the upgrade package. The controller replies to the offset of the
current transmitted package.

WFEXHRESE, FEZ MNP XNE—NARENER, =@idroutinectrl 0x3101ff078Imodule_id
REMYUINSX, OxXFFOTRYIEREIE , HREmodule_idXd R AY5 X 3K [E1E K s A (RS it !

For non-file systems, each upgrade packet transfer with multiple partitions will be notified to
the current partition via the module_id of Routinectrl 0x3101FF07, and OXFF97's request will
reply with the offset address of the breakpoint based on the partition corresponding to the
module_id!

BRENERIZFTHINANRTIR:

Read the list of reprogrammed new address requests:

A B C
1 Byte Parameter Name Value
2 #0 ReadDataByldentifier 0x22
3 #1~2 ReprogrammaingAdressStauts OxFF97

R E R R T

Read the list of reprogrammed new address responses:

A B C
1 Byte Parameter Name Value
2 #0 ReadDataByldentifier 0x62
3 #1-2 ReprogrammaingAdressStauts OxFF97
4 #3 byte 0x04
5 #4~ offset/address  |....

8.5 WriteDataByldentifier



EPN TSR IS

Write fingerprint request list:

A B C
1 Byte Parameter Name Value
2 #0O WriteDataByldentifier 0Ox2E
3 #1~2 WriteFingerprintDataidentifier OxF15A
EPN P UEIVETI RS

Write the fingerprint response list:

A B C
1 Byte Parameter Name Value
2 #0 ReadDataByldentifier Ox6E
3 #1-2 ReprogrammaingAdressStauts OxF15A
4 #3 Fingerprint

9.0TAARE =

B HHT_OTAX 4 RAFHE T E
B HHT_OTAIEX AL H LT FE
g AR R RN

The detailed design shall be subject to the actual technical communication.

Xf1tig%& END OF DOCUMENT
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