Figure - Bug #117441
00 Test-1T # 111062 (New): V3.00 0 O O
O 0O Test-IT # 111069 (New): AF-V3.0--Launcher/SystemUI-O0 000 0O O

UAFDDEVTID D OOO0OOOOoOobobuooobooooboobooobbuooobooooobooboo

2023-04-1315:22-CD TEST-0 O O

Status: CLOSED Start date: 2023-04-13

Priority: Urgent Due date:

Assignee: CDTEST-UDOO % Done: 100%

Category: LC Estimated time: 0.00 hour

Target version:

Need_Info: - Found Version: FlatBuild_HH_MCE_FSE.M.R.user.01.00.0091,
Resolution: FIXED Degrated: -

Severity: Critical Verified Version: FlatBuild_ HH_MCE_FSE.M.R.user.01.00.0098
Reproducibility: Every time Fixed Version:

Test Type: ST Root cause: OOAppUOO00OOO0DOODOOOODO
Description
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History

#1-2023-04-1315:32-CD TEST-0 O O
- File 4131525.txt added
- Priority changed from High to Urgent
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#2 - 2023-04-1410:43 - CD TEST-0 O O
- File 4141038.txt added
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#3-2023-04-1413:56 - CDFwW-O O O
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#4 - 2023-04-1414:21-CDFW-0 O O

O0logd O, 0000000000binder000, 00000000

/0000000
04-1105:11:44.777 1569 5861 | ActivityTaskManager: START u0 {act=android.intent.action.MAIN cat=[android.intent.category.LAUNCHER] flg=0x10200000
cmp=com.netease.cloudmusic/.activity.lconChangeDefaultAlias bnds=[1768,636][2044,896]} from uid 10073

//00000binderDied, D 0000 Opid7490, 0000000
04-1105:11:55.918 1569 3091 D ConnectivityService: ConnectivityService NetworkRequestinfo binderDied(uid/pid:10133/7490, android.os.BinderProxy@8b05f74)

04-1105:11:55.918 6410 6410 | ExtensionLog: [IPCClientBinder]serviceConnection, onServiceDisconnected, name:
ComponentInfo{com.netease.cloudmusic/com.netease.android.extension.servicekeeper.service.ipc.server.IPCCommunicationAndroidService}
04-1105:11:55.918 6410 6410 | ExtensionLog: [IPCClientBinder]detach...

04-1105:11:55.918 7198 7198 | ExtensionLog: [IPCClientBinder]serviceConnection, onServiceDisconnected, name:
ComponentInfo{com.netease.cloudmusic/com.netease.android.extension.servicekeeper.service.ipc.server.IPCCommunicationAndroidService}
04-11 05:11:55.918 7198 7198 | ExtensionLog: [IPCClientBinder]detach...

04-11 05:11:55.918 6410 6410 E ExtensionLog: [IPCClientBinder]detach, ipcServer.detach error:

04-11 05:11:55.918 6410 6410 E ExtensionLog: android.os.DeadObjectException

04-1105:11:55.918 6410 6410 E ExtensionLog: at android.os.BinderProxy.transactNative(Native Method)

04-1105:11:55.918 6410 6410 E ExtensionLog: at android.os.BinderProxy.transact(BinderProxy.java:571)
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04-11 05:11:55.918 6410 6410 E ExtensionLog: at com.netease.android.extension.servicekeeper.service.ipc.tx.d$a$a.l0

/0000000
04-1105:11:55.919 1569 2060 | ActivityManager: Process com.netease.cloudmusic (pid 7490) has died: fg TOP
04-1105:11:55.919 1569 2060 | am_proc_died: [0,7490,com.netease.cloudmusic,0,2]

gooooooo.0oowfid000,0o0o0ocoooo, 000000000

000OwifidO0OO0O0,000000000000binderD 0,000 0selinux00000,000debugd 00000000000

#5 - 2023-04-14 14:40-CDFW-O0 O O
- Category changed from 0 0 0 O toLC
- Assignee changed fromCDFW-0O 0 0 toCDLCO O O

#6-2023-04-1914:34-CDLCO OO

000004*0000000000000D0O0com.netease.cloudmusic O context[ : untrusted_app_29
gooobooooobo
$ grep auditd 41* | grep cloudmusic | audit2allow

allow untrusted_app_29 ab_update_gki_prop:file { map getattr open };
allow untrusted_app_29 adbd_prop:file open;

allow untrusted_app_29 cache_file:Ink_file read,;

allow untrusted_app_29 charger_config_prop:file { map getattr open };
allow untrusted_app_29 charger_prop:file { getattr open };

allow untrusted_app_29 net_dns_prop:file { map getattr open };

allow untrusted_app_29 sysfs:dir { read open };

allow untrusted_app_29 sysfs:file { read open };

allow untrusted_app_29 vendor_default_prop:file { map getattr open };

allow untrusted_app_29 wifi_hal_prop:file { read open };

# zygote

allow zygote untrusted_app_29:process ptrace;
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O O com.netease.cloudmusic O contextd : untrusted_app_ 290 0 0 O O OO
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#7-2023-04-2420:17-CDLCO OO
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#8-2023-04-2422:40-CDLCO OO

000000 patch
https://dev.thundercomm.com/gerrit/c/general/platform/system/sepolicy/+/196004

Jenkins VB user
http://10.0.76.24:8080/job/VerifyBuild_for IOT_6490/3456/

#9-2023-04-2422:40-CDLC O OO
- Status changed from New to ASSIGNED

#10-2023-04-2513:38-CDLCO OO

Selinuxd O O nevelallowD 000000000 OOJnekinsOO OO

http://jenkins.thundercomm.com:8080/view/Figure/job/VerifyBuild_for 10T 6490/3461/
joooooooooo

#11 - 2023-04-2517:44 - CD TEST-0 O O

4.25
gooooo
FlatBuild_HH_MCE_FSE.M.D.user.01.00.C103.202304250724

gooogoo
0 O PASS

oooooo
100000wWIFIDO000000000000000000100000000
200000wWIFIDO0OOO0OOO0O0O0O0O0O0O0O0OO0O0OOO00000000
WO0O0000000OwiFIDO00000000000000O000O0110000000
A000000000OwWIFIDOOOOOOOOO0OOO0OOOO0OOOOO0O000000O0

#12 - 2023-04-2517:45-CDLCO OO
- Assignee changed fromCDLC O OO toCD TPM-O O O

1.vBO O 0O CloudMusicD OO0 00 O

2000patch0 00 000O0DOOODODO

allow untrusted_app_29 net_dns_prop:file { map getattr open };

allow untrusted_app_29 proc_net:file { read getattr open };

allow untrusted_app_29 wifi_hal_prop:file { read open };
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https://dev.thundercomm.com/gerrit/c/general/platform/system/sepolicy/+/196004
http://10.0.76.24:8080/job/VerifyBuild_for_IOT_6490/3456/
http://jenkins.thundercomm.com:8080/view/Figure/job/VerifyBuild_for_IOT_6490/3461/

#13-2023-04-2622:12-CDLCO OO

000 https://dev.thundercomm.com/gerrit/c/general/platform/system/sepolicy/+/196004/10 O updated set 10.
00000000 :(Ocom.netease.cloudmusic O untrusted_app_29, 0 000000, 00AppO DO OO, 000))
avc: denied { open } for comm="getprop" path="/dev/__properties__/u:object_r:ab_update_gki_prop:s0" dev="tmpfs" ino=15433

scontext=u:r:untrusted_app_29:50:¢130,c256,c512,c768 tcontext=u:object_r:ab_update_gki_prop:s0 tclass=file permissive=1 app=com.netease.cloudmusic
avc: denied { getattr } for comm="getprop" path="/dev/__properties__/u:object_r:ab_update_gki_prop:s0" dev="tmpfs" ino=15433
scontext=u:r:untrusted_app_29:50:¢130,c256,c512,c768 tcontext=u:object_r:ab_update_gki_prop:s0 tclass=file permissive=1 app=com.netease.cloudmusic
avc: denied { map } for comm="getprop" path="/dev/__properties__/u:object_r:ab_update_gki_prop:s0" dev="tmpfs" ino=15433
scontext=u:r:untrusted_app_29:50:¢130,c256,c512,c768 tcontext=u:object_r:ab_update_gki_prop:s0 tclass=file permissive=1 app=com.netease.cloudmusic

avc: denied { open } for comm="getprop" path="/dev/__properties__/u:object_r:adbd_prop:s0" dev="tmpfs" ino=15435
scontext=u:r:untrusted_app_29:50:¢130,c256,c512,c768 tcontext=u:object_r:adbd_prop:s0 tclass=file permissive=1 app=com.netease.cloudmusic

avc: denied { read } for comm="Thread-25" name="cache" dev="dm-5" ino=16 scontext=u:r;untrusted_app_29:s0:¢130,c256,c512,c768 tcontext=u:object_r:cache_file:s0

tclass=Ink_file permissive=1 app=com.netease.cloudmusic

avc: denied { open } for comm="pool-6-thread-1" path="/dev/__properties__/u:object_r:net_dns_prop:s0" dev="tmpfs" ino=15582
scontext=u:r:untrusted_app_29:50:c130,c256,c512,c768 tcontext=u:object_r:net_dns_prop:s0 tclass=file permissive=1 app=com.netease.cloudmusic
avc: denied { getattr } for comm="pool-6-thread-1" path="/dev/__properties__/u:object_r:net_dns_prop:s0" dev="tmpfs" ino=15582
scontext=u:r:untrusted_app_29:50:¢130,c256,c512,c768 tcontext=u:object_r:net_dns_prop:s0 tclass=file permissive=1 app=com.netease.cloudmusic
avc: denied { map } for comm="pool-6-thread-1" path="/dev/__properties__/u:object_r:net_dns_prop:s0" dev="tmpfs" ino=15582

scontext=u:r:untrusted_app_29:50:¢130,c256,c512,c768 tcontext=u:object_r:net_dns_prop:s0 tclass=file permissive=1 app=com.netease.cloudmusic
avc: denied { read } for comm="Thread-25" name="u:object_r:wifi_hal_prop:s0" dev="tmpfs" ino=15771 scontext=u:r:untrusted_app_29:50:c130,c256,c512,c768
tcontext=u:object_r:wifi_hal_prop:s0 tclass=file permissive=1 app=com.netease.cloudmusic

avc: denied { open } for comm="Thread-25" path="/dev/__properties__/u:object_r:wifi_hal_prop:s0" dev="tmpfs" ino=15771

scontext=u:r:untrusted_app_29:50:¢130,c256,c512,c768 tcontext=u:object_r:wifi_hal_prop:s0 tclass=file permissive=1 app=com.netease.cloudmusic

#14-2023-04-2622:13-CDLCO OO

- Assignee changed fromCD TPM-0 0 O toCDLCO O O

#15-2023-04-2622:16 -CDLCO O O

O0O000patchO 00000 VBuserd O:

http://jenkins.thundercomm.com:8080/view/Figure/job/VerifyBuild for IOT 6490/3525/

#16 - 2023-05-04 21:03-CDLC O O O

0000000000000 00App0 00 0000000000000 OOOOROollback® comment#110000000.
https://dev.thundercomm.com/gerrit/c/general/platform/system/sepolicy/+/196004/12

Next[] code review

#17 - 2023-05-05 21:55 - 10T scm
Gerrit Merge Information(]

1D Project Branch Uploader
196004 general/platform/system/sepolicy Pre_figure_turbox-c2130c-lal.1-gssi12 | taohp0107@thundersoft.com
-dev
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https://dev.thundercomm.com/gerrit/c/general/platform/system/sepolicy/+/196004/10
http://jenkins.thundercomm.com:8080/view/Figure/job/VerifyBuild_for_IOT_6490/3525/
https://dev.thundercomm.com/gerrit/c/general/platform/system/sepolicy/+/196004/12

Security: Add necessary Selinux policy for untrusted_app_29Add necessary Selinux policy for untrusted_app_29, otherwise the appcom.netease.cloudmusic may
crash.TC-RID: 1201-02035011ssuelD: TS-R-BUG-117441Change-1d: 10173c7149b257a850196ab588906¢ch2a2dc23ab0

#18 - 2023-05-06 17:01-CDLCO OO

- Status changed from ASSIGNED to RESOLVED

- Assignee changed fromCDLC O 0 0 toCD TEST-0 O O
- Resolution changed from -- to FIXED

- Verified Version set to [0 O (0 202305061 O O O DBO O

patch 05050 0 O 0 0 0 O 0 0202305060 0 O 0O DBO OO
ooo

#19 - 2023-05-06 18:45-CDLC O OO
-Rootcausesetto D D AppO 00O OOOOOCOODOCOOODOC crashO O
000000000000000000000000

#20 - 2023-05-09 19:02 - CD TEST-O O O
- Status changed from RESOLVED to VERIFIED
- Verified Version changed from O O 00 202305060 0 00 0 DBO O to FlatBuild_HH_MCE_FSE.M.R.user.01.00.0098.C103(X103)

5.9
gooo

#21 - 2023-05-09 19:02- CD TEST-O0 O O
- Status changed from VERIFIED to CLOSED
- % Done changed from 0 to 100

Files

4131518.txt 4.55MB 2023-04-13 CDTEST-0 OO
Phone-STS40X190078 2023-04-13 15-18-18.mp4 6.68 MB 2023-04-13 CDTEST-0 OO
4131525.txt 43 MB 2023-04-13 CDTEST-0OO
4141038.txt 41.6 MB 2023-04-14 CDTEST- OO
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